




ENTOURAGE 
An open, digital ecosystem for intelligent, secure, and 
trustworthy assistance systems in the Internet of 
Things.

Nowadays, all kinds of devices – from heating to 
Connected Car – can be digitally controlled. The 
combination of these networked “things” with intelli-
gent algorithms enables powerful user-centric 
assistance. Currently, the integration is implemented 
almost exclusively via smartphones and the associa -
ted platforms.

ENTOURAGE is developing an innovative open 
ecosystem, in which various devices, platforms and 
services can work together equally. A technical and 
organizational architecture creates a marketplace for 
data protection-friendly assistants, in which Startups 
and SMEs can also offer their services.

joint creation of value by all participating parties,
creating opportunities to participate for companies 
of different sizes,
establishing a suitable security architecture as well 
as measures for user/device authentication and 
access control, so that the user’s privacy is 
respected,
stimulating the improvement of the legal framework 
with the aim of increasing the acceptance of 
intelligent assistants.
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APPROACH

Building a new digital ecosystem that accounts for 
technical, economic and legal requirements and 
provides the basis for an equal market cooperation 
between various providers in an open marketplace. 
This entails:

data protection, avoiding central aggregation of 
personal data,
manufacturer and hardware independence,
the trustworthiness of the participating providers 
and other participants, 
optimized user interfaces as well as intuitive 
usability and intelligibility.

GOALS OF THE PROJECT

ENTOURAGE enables the intelligent interconnection of 
assistants in the Internet of Things, with special focus 
on:
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as well as the lack of protection of personal 
information are hindering the development of 
ubiquitous assistance as a smart service.
Existing offers are tied to single, dominant 
platforms.
Market access to innovative solutions made by 
SMEs is difficult.
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CHALLENGES
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Whether end users, SMEs, startups or large compa-
nies, all can benefit from ENTOURAGE.

END USER
gain access to powerful, cross-platform, privacy-
friendly assistance systems with optimized user 
interfaces. 

SMEs AND STARTUPS
benefit from an ecosystem that takes into account 
technical, economic and legal requirements. Moreo-
ver, it enables an equal cooperation between various 
providers in an open marketplace.

LARGE COMPANIES 
can use ENTOURAGE to strengthen their competitive-
ness. The ecosystem helps them develop and speed 
up the implementation of new digital business models 
and establish contact with specialized SMEs and 
startups with complementary services and innovative 
products. This is facilitated as trustworthiness of 
actors in the ecosystem can be more easily proven by 
means of uniform guidelines and audit mechanisms.

Connected Car services obtain interfaces that 
enable the interplay of home, business, vehicle and 
mobility applications, thereby providing improved 
functionalities for the user and contributing to a 
more intelligent management of individual traffic.
The Smart Home scenario integrates a platform and 
examines how intelligent assistants can improve the 
work-life balance without neglecting the special 
privacy requirements of this highly sensitive area.
The Intelligent Public Transport scenario tests the 
linking of individual travel plans across different 
modes of transport with user preferences, date and 
calendar data as well as real-time data from the 
infrastructure.
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PILOT SCENARIOS
The ENTOURAGE architecture is implemented as an 
example in the fields of Connected Car, Smart Home,  
Public Transport and Infrastructure:
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